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Extraction of Ubiquitous Home Security Model through User

Behavior Analysis
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Abstract

This paper is focused on user behavior analysis based on U-home observed data. it is a difficult task of
user behavior modeling through analyzing various user behavior data. We apply to Goal-oriented analysis
to extract a limited & right user behavior data. Through using our UBA(User Behavior Analyst) tool, we
can identify the redundancy of behavior patterns, measure the number of the frequency, and extract the
critical user behaviors. We are able to model and develop system based on the critical user behavior
analysis. With our tool of UBA(User Behavior Analyst), We show to extract U-Home Security Model
through analyzing user behavior data in Ubiquitous Home Environment.

Keywords : UBA(User Behavior Analysis), Ubiquitous Home Network, Requirement Engineering, Goal
Oriented Analysis
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[Table 1] User behavior analysis frame-work
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[Fig. 2] Ubiquitous home network domain
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[Fig. 3] The user behavior data of the front door closing stage
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[Table 2] The whole list of user's available action
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[Table 3] The list of optimized action
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[ 4] AH8AE) B9 A @RE B
[Table 4] Users' action pass(closing the front door)

User Action
1 A2 > C2 ->C3

2 Al -> A2 > C2 -> (3
3 C2 > C3

4 A2 -> C2

5 Al -> A2 > C2
6

7

8

P> A1 > A2 ->C2

P> A2 ->C2

D2 -> N2 ->A1 -> A1 > C2

9 P->C3->N2->C2->C3

10 N2 > Al > A2 > C3

11 P->A3->N2->D3->A1->C2->C3
12 P> Al ->C2

13 P ->N2->A1-> A2 ->C3

14 N2 > Cl > Al > A2 > C2 > (3
15 C3

16 P -> E3
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[Fig. 4] The flow chart for the action of closing the front door

[3 5] E/C/A E(Rule) 7]%¥Fe] U-Home Security Model
[Table 5] U-Home Security Model based on E/C/A Rule
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