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Abstract. NMS (Network Management System) is a central monitoring system
that can manage equipment on network environments. This should be used for
efficient and centralized management of network equipment. On NMS, it enables
the real-time transmission and monitoring of the data on states, problems,
composition, and statistics of equipment that make a network. But we need to
verify whether it works on operations or functions of NMS operations or not. To
do this, this paper suggests a test management system for the efficient
verification of NMS environments. In order to develop a test management
system, requirements from each NMS shall be extracted, and designed and
materialized based on them. The suggested system enables efficient test
management, result analysis, and comparative verification of test versions.

Keywords: NMS, test, test management system, verification.

1 Introduction

NMS (Network Management System) is a central monitoring system that can manage
equipment on a network. This is used for efficient and centralized management of
network equipment [1,2]. NMS enables to the real-time transmission and monitoring
of the data on states, problems, composition, and statistics of equipment that make a
network. When problems with the equipment are occurred, an alarm signal can be
transmitted to a manager for a speedy measurement. Statistics and states of networks

~ can also be analyzed based on the collected information [3].

Figure | shows the network of NSM. Each company manages its own network,
which should make NMS system test system requirements, functions, and operations,

In order to verify NSM of various environments, the existing test has been
conducted manually via a checklist with the managed results based on documentation
[4,5,6]. There are the problems with manual operation of the test results in that it is
difficult to integrate test results as various testers conduct testing simultaneously
because the analysis and management of the test results does not appropriately
executed. The version management of test cases is also not sufficient and the reuse of

- test cases is difficult.

~ T.-h Kimetal. (Eds.): ASEADRBC/EL 2011, CCIS 257, pp. 305-313. 2011,
- © Springer-Verlag Berlin Heidelberg 2011
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Fig. 1. Composition of NSM

This paper suggests test management system to solve such problems. In order to
develop a test management system, each NMS environment is analyzed, which helps
to extract requirements. Based on the extracted requirements, a test management
system is designed and managed. The suggested system enables efficient test
managemenlt. result analysis. and comparative verification of test versions. The
currently used NMS tests were conducted as a case study and the results were applied
to the suggested test management system.,

This paper consists of the following. Chapter 2 explains about NMS as related
studies. Chapter 3 describes the suggested test management system. Chapter 4 shows
the application system of this suggested test management system as an applied case
study. Finally, Chapter 5 provides conclusions and describes the future studies.

2 Network Management System

NMS centrally monitors communication networks on the network [7]. NMS consists
of NMS servers providing main functions, which collect receiving data from
equipment, sending them to NMS Server, and saving data to DB server. NMS is
organized as Figure 2. Each UTM equipment on the network transmits system
monitoring data, alarm data related to problems, log data, and equipment registration

data to NMS system via collector server while NMS Server provides central
management of the related network.
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Fig. 2. NMS organization

NMS Server can centrally manage network equipment based on the information on
UTM equipment states, problems, and log received from Collector Server. It provides
with user management UI for managing Collector Server and UTM equipment. It
analyzes the data received from UTM equipment and provides statistical information.
Based on the collected and analyzed data, it organizes the status of interface links of
UTM equipment and IPSEC tunnel links as well as the monitoring screen, generating
a report.

Individual connecttion to each UTM equipment can bring the information of setup
of interface, routing, NAT, firewall, IPS, web filter, and content filter and the setup
change is available. Multiple UTM equipments can be grouped to order firewall rules,
group IPS rules, group web filter rules, and content filter rules simultaneously.

3  Proposed Test Management System

3.1  The Test Management System Architecture

Figure 3 is architecture of the suggested test management system. The values to be
fed firstly in the test management system include that the version information, types
of test manuals, and test cases are extracted through analysis. The user authorization
is implemented via the account management module. After authorization, the
information is managed in the TESTID management mode.

After the test cases are extracted through analyses, the relevant test cases are tested
while the results are managed through the test manual management module. The test
manual management module can manage preconditions, testing steps, and actual
results. Finally, the testing for test results is managed in the test result management
module, which provides the functions such as the result document printing and

preview.
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Fig. 3. Test Management System Architecture

3.2 Integrated data model

The integrated data model is to manage the data generated in the test management
system. Figure 4 is an expression of this integrated data model in the E-R diagram.
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Fig. 4. Integrated data model for a test management system
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The integrated data model integrates the basic TESTID information, list of
~ preconditions, list of testing stages, and list of actual results, enabling the printing of
~ test result forms through the test manual management module and the test
~ deliverables management module in Figure 5.
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1ent Fig. 5. Generation of the test results

The specifications on the basic TESTID information, list of preconditions, list of
testing stages, and list of actual results were defined while the Pseudo Code of data-
integrating algorithm in Figure 6 was prepared based on the defined classification
~ codes. The data-integrating algorithm can lead to the extraction of test results.

String report = ARl + A2 + AS + A3 + M} Basic TESTID mformation
If{ Bl.length > O }{

for({ Bi.Iength }{ Al
report 4= Bl Information on preconditions
¥
¥

If{ Cl.length > € )} _']
for( Cl.length ){
report += CZ 4 Cl
If{ Dl.length > O ) (
for( Dl.length ) {
report += D3 + D2 + D1
}

= Test stage and input values

}

report += A7 } Expected results

If{ El.length > 0O }{
for({ El.length ){
report 4= E2 + E1 + E3 Actual results

m—

}
¥

Report += AB } Analysis of test information

Fig. 6. Data-integrating algorithm
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4  NMS Verification Using the Test Management System

This chapter explores the functions of the developed test management system and
verifies by it by using the test management sysiem and carrying out NSM tests based
on the actual test cases.

The followings take place to verify the test management system.

1) COMM Manager testing
2) Feeding the test results in the test management system
3) Confirming the printing of test results in the test management system

41 COMM Manager Testing

In order to bring the firewall rule setup list from NMS Server, the firewall rule list is
wansmitied based on the communication between COMM Manager in Collector
Server and COMM Agent in UTM equipments. Afterwards, the test confirmation in
NMS Server user’s Ul will be carried out.

1) Testing a request for the list of firewall rules to COMM Agent of the relevant
UTM equipment from NMS Server to COMM Manager

[COMH Hanager] FilterCmd called!?!
[COMM Manager] new create FWPolicylnfo calledt?t?

2) Before importing the firewall rules from COMM Agent, lesting an
authorization request from COMM Manager to the relevant UTM
equipment for security authorization

[COMM Hamager] GET .*aulh.flngin‘?user_ih_eplﬂw HTTR/1.1
Host: 10.80.1.216:9221

User-Agent: WEB/2.0
Heep-Alive:300
connection: keep-alive

3) ID and PW to be checked in the UTM equipment and testing the
transmission of authorization messages to COMM Manager

w0 b6 AT a0 ) PHE, ieeg: & SATANEEA B EPRRTAIG Y win BOARE omy

ek 100 win GEAG
W) ack S5 wim BAEEY
win B
i BEE win GABE

E ]
ITEGISETEE O} vin BBEDD ¢

R 1 SOMESTIEE aek TTEOISS

4) Testing an authorization message receipt from COMM Agent of the UTM
equipment in COMM Manager
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[COMH Hanager] Conmect to Server @ 10.98.1.216 Port: 92

[COMH Manager] Clieat 1F : 10.808.1.41

Besponse @ <utm_ruled<retivalyBO/valrCnsqATTR/1 . C——

Conmection: close

pate: Sun Det 24 13:34:13 2010

viN-Buthenticate: Digest real SN, nonce="NAFbBICETI0TFETROILITIAIETFTEMA T 1ZRTEINITY", algor ithn- RS-,
qop="auth™{/meg) ¢/retr(utn ruled

[CBM Manager] EET Jauth/leginfuser 1 g g 51 - DTSSR, [ /1.1

Host: 10.98.1.296:9221

User-fgent: VEB/2.0

Aecept: #fe

Connection: Meep-alive

authorization: Digest usernane-"Saaadiie”, reilo 8, nonce="hiFblcHY1d1FAToMeYI 1018 1FTRAbA TR 1287 RO TS,
algorithm=RIPEND16D, auth™y fretddiuta ruled, u-m. atfress-"10.80.1.61", dri="/auth/login?
wser_i P ="'coen”
w-mmmwrmlkmamnm"

5) Testing a request for firewall rules from COMM Manager to the UTM
equipment’s COMM Agent

[COMH Mamager] Connect te Server @ 19.80.1.216 Port: 921

[CoM Manager] Client IP : 10.80.1.51

[CoM Hanager] session id=AafbbeBNRSS1FAIIN118RFOOFD10FD BENI2ETRIS2T

{CoM sanager] BE1 Jfw/list_filter WTTR/1.1

futhorization: Digest utm monce-"habhbSEAUSS1FAIINITEDFORFI1BFIRGAIZE7095207, username="wipiiiib", address-"10.80.7.617
Host: 10.80.1.214

User-Ageat: VEB/Z.8

Connection: close

6) Testing the transmission of the firewall list from the UTM equipment’s
COMM Agent to COMM Manager

VA AD:XT. BUESES 1P DOLE0L1 60, 2880 » 10.80. 1. 216 ipcy: 5 2STTIOSEET:ZSTIIZSRET(0) win EEE3S <
nsd 1 8ED, nop, haop, sacki

13:40: 37 BIEZM 1P 10,80.1.216, lpcy > 10.80.1,61 2640 § |2S0RTITES1) B52TEMSI0) ack STTRS
550 win 5640 cwny V4B, nop ., o, Sack D>

13:40:37. 0724 1P I0.80.0.61. 2640 > 10.80.1, N6 ipce’ . wek | win G5535

13:40:37. BIT363 1P 10.50.1.61, 7540 > 10,80.1.216. focg: P 1:108(100) ack 1 win 625355
13:40:57 607807 R 10.80, 1. 216 ipce > 10.890.1 .63, 3540 . ack 10} win SBAC

193:40°77. E25066 1P 10801216, ipca » 1080, 1,61, 2640: P | :885(E54) ack 101 win SB40
13:40:37. B30 1P 1080, 1.6 . 2640 > 10.80, 1,206, ieca: P 101 :2A0013E) sck B85 win BAGE1
128077, FHAEY P 10.B0.0. 216, ipca > 10,801,081 2840 . sk 240 win BAE2

13:40-37. 676410 (P 10.80.1, 812640 » 1080, | 216 ipce: P 240 3BHLT) sck B5E win BAEE
13: 8037, G180 (P MLBD.1 .26 ipeq > 10.80.1.60. 26407 . ack 283 via B4R

19+40:37 BS54 |F 10.80.1.216. Ipc > 10,80, 1,60 2640: P S55:BSB(43) ack 288 win 6432
13:40-37. 87797 IP 10,801 81,2540 > 10,80.1. 16 fpey: P ZEREITIZSN) ack OO #in G4E36
13:40:37_SLBASE (P 10.80.1.216, ipce = 10.80.1.60. 2580 . ack 51T vin TED4

13:40°37. 952 1P 16801216, ipce > 10.80.1,61.2540: P BSR:1TEG(SE) ack 517 win TS
13:40: 77, SENER [P |0.80.1.216. iece > 10.80, ) 81.2680: FP 1786 180 ZD) ack ST win TE
13:80-57. 855550 1P 10.80.1.61 . 2540 > 10.80.1. 296, ipca: - ack B0 win BEEIS

13:40-37. SB4S6T (P 1080, 1.5 . 2640 » 1080, 1. 218, lpeg: P SITBA0(Z) wck 1990 win B5536
13:40:7. 954566 1P 10.60.1 61 2640 > 10,80, 1.216. ipca: F BADIGAO) ack 1890 vin 65535

7) After receiving the firewall rules from COMM Manager to the UTM
equipment COMM Agent, testing the transmission to NMS Server

[COMM Hanager] Connect te Server : 18.80.1.216 Port: 9221
[COHM Manager] Client IF : 10.80.1.61

Test Wodule name = UnDeFined-Debug-Hodule

Contents sessssssssssssssnsases

RecuMsg =
<utm_rule>

Cldnlisty
<ldunens2< /L danun
{idxnund 34/ Ldxnums
Cfidelisty

{Filter>

{ld>1</ia>
{mane>allll11121 1024/ mane
CLdxnumd 2/ Laxnum
{indevsany{findeud

8) Testing the confirmation of the relevant UTM equipment’s firewall rule list
in NMS Server user’s Ul
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4.2 Confirmation of the Printing of Test Results

The results of tests of each stage are fed into the test management system. Pressing
Preview or Print ensures printing based on the following form in Figure 7 through the
test result management module.

| TEST manual ID |

Fumctional test-FW.List of rules
Purpose { Listing firewalls '
ISR NET-SYS-FWList f

Test emvironment | Nerwork enviromment

Precondition | Precondition-SYS-login
1} A request for a list of firewalls tw the relevamt UTM equipment’s COMM
Agent from NMS server to COMM Manager,

2) Before bringing firewaslls from COMM Agent. COMAM Mansger regaest for
the sathorization to the relevant UTM equipment for security anthorization.

3) I and PW shail be checked from the UTM equipment and the authorization
message is sent te COMM Mamager,

4) Receive the authorizatien message from the UTM equipment’s COMM Agenr
i from COMM Manager.
Test staege *
5) COMM Manager request for the list of firewalls to the UTM equipment’s
COAMM Agent.

6) The lise of firewalls is wransmiteed to COMM Manager from the UTM
equipment’s COMM Agent.

7) COMM Manager receives the list of firewslls from the UTM equipment's
COMM Agent and sends it 1o COMM Manager, | l

8) Check the list of firewalls of the relevam UTM equipment in NMS Server User
11
1) Authorization by the UTM equipment

B I S L T e e B = P e P e = e T ey O o |

LERE LA LR S B i) |
e by s BEST,E |
vas S v G |
impse ot [imz_kewp s i |

Fig. 7. Test result form
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5 Conclusion

The test to verify the efficient operation of NMS was manually conducted based on a
documented checklist. The test results were managed in Excel or Word, requiring the
analysis or management of test results. Many testers tested each assigned part and
collected all the results, resulting in problems with integrated management. This
produced requirements for the test caser version management and reuse.
This paper designed and materialized the test management system to overcome
such problems with NMS. The integration became more convenient as many testers’
test results were centrally managed via the test management system. As the test
results were documented and kept after computation, the safe storage was ensured.
The test management system enabled separate saving of test results by version while
the test case reuse are helped with efficient testing. Also, the interrelatedness of test
cases was found while the automated report printing for test results became possible.
While there is a system that manages erroneous operation (bugs, errors, or faults)
by using a tool like Bugzilla in the existing open sources and Bugzilla tool can be
conveniently used as a means for communication between developers and testers, the
suggested test management system not only provides overall test management of the
system but also organically derives the result documents according to circumstances.
The test management tool and the test automation tool can be integrated to derive a
way to support more efficient testing as a future study.

Acknowledgments. This research was supported by 2010 Hongik University
Research Fund and National Research Foundation of Korea(NRF) through the Human
Resource Training Project for Regional Innovation.
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