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A Study on Clustering Use Case Oriented Matrix for Extracting
Security Requirements
Bokyung Park”, Kidu Kim”, R. Young chul Kim?
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o di#l hAsts] P & 98 71E AL{HE A2 F 3 (Information Engineering)ol Goal
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Abstract

Most system development methods are based on functional requirements to develop a system, but
difficult to deal with security related requirements. To do this, we suggest matrix clustering to extract and
prioritize security related based on extending Goal oriented method[11] via information engineering with the
previous research[1]. Security related standpoint applied with goal oriented use case method to extract
security related requirements. As analyzing these requirements, it is possible to show development procedure
of the system and to represent dependency of each development stage. Therefore, we can develop security
centered system which is focused on security related requirements from carly stage to jexample of
integration information management system.
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1. A&

AlFto] £ZE g of(Secure Software)s AZES o] o] EAjsts R dala, Al~8o] 2l
HE ¢ e FHE FAHE A ZHE dr) |2 98] 2TEYo] Yo ZR|3= of B
(&7, AF §)& ERFo2 AAsE PHL ATV AT 2ZEYOIE Laty] Ys)
Mo SEESo] Apdate] Fo7} Wasith Hop Hyg molstn, HHde ERHoT o P
T dofoF Ak =¥ 2LEY} Y AHFT) Ao AH B BES E1HT AmEYo]
M oA EE HaAE AHudln, /Yt Ty AE AYste] AT ATEY Y Audyes
AFshs Aotz ol@ AF: vlae FAHOE  MSSDL(MSSecurity Development
LifeCycle) %€, CLASP(Comprehensive, Lightweight Application Security Process) WHE,
Seven-Touchpoint &, TSP-Secure(Team Software Process-Secure) WHE Zo] A Eglon]
U= FPLAFe] 2T E o] ALudl sto]Er} HAECHI213]. o] WHEL AxEY)
o] AF7] GA WE Axy B 9% AT 9 HxE A EIh

2 wrdAMe olHF AL 7B AL AT WPl ALl sk ARG &
TAFLERE A28 7% AL ZH25 22k AAZe2 /N Hebe 255 Pyo)
TH45]. 8TAE ST o, 2 9 E2 Bt B8 ATAYS FAFoEN, AAH &
AEE wolua Ik webd Zzhe) g AnFr)Eel Boke] BAEE QTARS $MFow
12jshs WS A9tk Al Cockburno] AAIF Goal A& fr2Ao] 2~ WS H4slel 974}
T2 F3TO67]. fraAolz tolojade FA4sa, Goald AEdith 29| Goalol TE &
TARS Hekdl #dHE 87ANRNE EHATE ol2d #HL FiA AlxHd =ad s%
(Function) &3 IEJE] F&0] 7hssith. 2% 71557 AEEE njFYste nEY~E UET,
FH2HIFIT ole /T el Ui Y 24 vAle 24 e FHFoEH, YT Q=
A7EHe] 7hestth. £ 2 /g gAloA Hete] HEE aTAGE 2FFFoEHN, He &
TARE AR T AAHY aTFAEE BA4E) s FRFI 7P A A7
FRAEAA 2" ol 2 g3FATHL1).

2 =29 &M o5 2o 23N E FEFE HHED Goal AF fraAolx HyEd
dsl M &ohsta, 3B ME faAolx 71 WEYA SejaHY Wi s 7ledoh 43dM
= & 9 F5Fd7ed dsiA dFoh

2. AR 8T Goal AF fr2Aolx WyE
21 X F8(Information Engineering)

AR F8HL 80 At James Martinoll 2]3] 7iRtE MHORA, 7|E 23 W E] dE &
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Stk @ wzU2 Z2H2 guo 587 Ago] JHsd obrlEMoltha] 71%e] Fa Hu
& B By MES 45 AR W SUEL, HEss qoly 24le W Rel
7198 FHLE @ BHoly) Yo /e Fa QBB BYsT olssh Fo] oS Tas

ARFGE A28 AL 8 ALY AY Y, QLAY BA, A8 A M7 A2
TEHOR TS5 A% DANAE FRAL AYASP: Information Strategy Planning)& ol
831 A9zl 879 AYolde A2dol W) ISP BAE H3 AQe] AHHel BAIA
P} 39 AuA2Y HeREY Fo By Aoz TRaT

2 AdAE B 499y AFRE A5 TGS FYBTS5] dA7)A PR
W@ dole Rl Z2Hx vdo] THUG. Eg 27t PSo] BAld YRS A

Poel gAe dElEsh /15 U ARA ALS AFAT IY 18 A HSA S
of THA BY 452 ¢Aolth

AzE A B FRAY AN QTIGEY F4E ANE B9 A4Y ANS B
83i0] N2dEL HATD sRoE T2 WML Az 4A 579 458 £72 A
2de A,

ARF PHES) FHORE A4 9 TR WYH /)5 4 Y Yol s ATHL, YBA

@

A2 AYH el 710 Mo MIS AZ A5
=0 34 A A ed 2% FEEY A”
! I
‘ ) 1
SR EHHEYN oy 27| HE-2A
Eafo] A3 Ciojo 130 25
ERCEEES R gpgsozal
=% 7 HBE 24
& 3% A A Cho|of 1o
240 ¢4 Be
HeAA- AR EY
B0 ¢H 35 x| e
[ ]
i
ARFARHS APt

(2% 1] BRALAY DAES)
[Fig. 1] Information Strategy Planning Step
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22 Goal Oriented Use Case Approach Based on Security Requirements

@ Primary acter (@ System under design @ Secondary acter

x KR

Responsibility
” gg:: ; (Interaction 1}
-ecionl - Responsibility
i -Goal 1
% Gg; 2 (nteraction' 2)
: -action 1 idive
backup action Responsibility
for Goal 2

(18 2] AaT =d[g]
[Fig. 2] Communication Model

A. Cockbum: Goals and Use CasesollA] fr27o]22] 4] 842 EH(Goal)S TH313, 9
MaF BlE 20AThE7] “Use Case'ehs §ol& "ALgA7} Al28E o848k Wby g o
Aot W AEOl fr2AolAE oldiEta AMgEta QAT frAaA o2 i YWY s
A3 Fzo] FAsich webA f2Ao]A HoE Requirements, Consistent Prose, Multiple
Scenario per Use Case, Semiformal 2 78t AR&-3ch Cockburno] A4 #4]& Jacobsone)
A3} vt AT E¥(Goal)E HAHOR Hysly, A A4 AE BRES 2713
Atk o2 B3 Bde F3 9y, ¢ E Axgloz 338 4 Joks Aol U]

Ao 2dA 3 F(Action)> T2 HE}EQ Y (Responsibility)?} dhtel 5 EEL dE
k. Cockburn AL 4&zge] vdS A A8, ©]5 Communication Modelolg}t 3t
Atk 38 2014 AlAE ZA7E dEjoln, SAtAF mde HE e}t 3 S&5ojo dth zZH of
Ele g3 AYe 7HAA Hed, ol3d AU #3317 A 2 /A EuE AFdg.
o =937] HliMe YA A5 s of it PFd U E JH @S F5FE3= EdY
A7t i, & o8 (@)Y AY F e 8§

454 &(Interaction) 2 G&3HAY B/ F Uch F3AEL A3AE] £ARA, e A
324 dEOE WAR] £ME FIIE & Atk &A= FAY H8E ngE dHsi=t AHEE
t} o]ldg =M Alugest & £ itk Al2HS Y] J% o= shio JEAE F
Qb WAE = Qe EE AUZLES A 3 a7t e, 9714 AvEl Y £HE
fraAol 2t & + itk

=

o
=
LAl
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3. Use Case Based Matrix Clustering for Extracting Security Requirements

(24 3] Mot a7AR) 58 9% faglolx 71 vy x 82811
[Fig. 3] Use Case Based Matrix Clustering for Extracting Security Requirements

Bl B 87N & BAL g8 2o WA, Bel #d a FANS 578 e &
2] 2E AHdty, fraAelx TolojaBE FATTH ZHzhe] f2Fo)20A Goal 283}
<+ Ehe fraAolx HAME A Zhzte) faAo) 2 W= QAT Hel
BTAE 43t Al2"le] o § 7)5(Function)S3% AEJE|(Entity) & F23T) o] dlo|HE
ol &3t wjEE~3}e}, o]F FHAHYIL E =RdAE SHARBE A2 AF/AYE
S st HEsHTH111).

7k fraAlolx A9

F2A 0|2 o dAdAE ol #AAY 8FARE Fostn £A45 Fot A =ola A
A =ude Aejstn, A8t nAo] ojud 7]eE HUsh=A ML ZAAEE Y
g A/AHHA dHeolg F2HE T3 dlolHE FA™ A2" aFAEE £330, 7%
H 8 AR AelFeH3 11 A71A ZeEFE 4 71wl i@ f2Aol2zelth

. f2Aolz goloj a3
frarlolzat sk A2d zbel BBA el ofal WASE RoBM, dH7} SHE BIL
28] 98 A2 WReld S BF Aol
faAolx goloa@e ¥yl HahA Axde Helstn deE Judch SHelzY
A AEE BelA ALACIY BRAE BB EF BAAE Do) HAL Hky, §
zAlo) 29 BAE TRt faA0l2 Tolo| e EEHT FRAIN 2D A/ YFRE
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2P BH 2T7ANY FEE F FAA 0|2 2F WEG2 FejAHG o BFH 7

AMe F 749 fr2A0l2E FEAYL YFTZ T2 FYAT A2 sMeEin, Agdras
AFGAE H2E F AT ol AR YA faAolaE #elR, AHEA BE 2 sHssi.
olHY HRE

[= Bur] =
AIg B0 EE EE

(27 4] fr2Alo] 2 tholofidy
[Fig. 4] Use Case Diagram

o} Bl #3Y fr2Ao]2 Goal 4¥

Z47te] fraA o]l 2oA Goald AEFch HE 9 F2A0lx ke BAAE sl FAAH A
o] Goal& Fotitch & 12 Z4zZhe] f2A|o) 2ol Goald 2Esle A3 Aot

[& 1] A0 29 Goal 4™
[Table 1] Goal Identification from Use Cases

@ Jdulqlo] 458 Moz HEHd UFYD.
5 AFAE | 39 /IR /4ol AEel AF Ake BHOE JFA%E aRu

Bk QIF A 5% | AEd U5 /1de wda] dal dFenE AT

uh AL 5% | AHAA AAF: ASlE 79T 719 =] 8 AlTaE AT,
Bt AQINR [ 39 ZSie 1qlel AEelA Fuse e A,
B3 ARASE | Aol A 7195 AL Weke RACE ARIAY Bk
ueh AQEy | ARd AYE wdE wa AR A, g4, FER.
u (WY | FEFA =L o83y st HASIE ek

g fr2folx 8 87AR @ B 8FAR 2
faAolx W2 AHEH Goals f2Ael2x PAHAME o]fste Zzbe] iAol 2oM 874}
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Goal 3% °='Izh *71101/\01] UH”&*IZJOEW ﬁﬂlc'l* H QA 7&?47} 7H53it o] E’r?zﬂoﬂ
A F28 8TARRR 715/ dEE nEYs F2EE dA 6 )5 (Function) o2 AMSHT
E 2E fAaAolA ¥ QA ot

(3 2] fr2Alol2 8 8741
[Table 2] Requirements for each Use Cases
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Hot BY BTG FEE HF f2A0) 2 AF ELL FAHGY BF A7

o 71EAAFE EY2 28 2HY

old AN FEF 7R TANEN BHY AEEE ABIT[145] 22H 715EFH o
EEE< ol &3ty wlEY 23 31, C/R/U/DE E3 H43th C/R/U/DANA C= Create, RS
Read, U= Update, D= DeleteE W@ttt o] mlEZ 29 A Ho|HE 7)%5E0] dEES of
A A, ¢, e, AAEEAE el Y8l C/R/U/DR BAIEE 2@ 594
M2FL AT A 32T 715 UElR, 232 faF0)2dA 22 AHSES U
BT 715/ AAGE MEY2oME F 749 fradlol2dM 328 KPS 51709 ]
TRTANE AEEAT 1Y 4= 71%S AAFFe dniAzl gEY .S el o)k

[2® 5] C/R/U/D #4& F& 324 715/4A#+¥ HE-H=
[Fig. 5] The Extracted Function/Entity Type through C/R/U/D Analysis
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Y e A2"E ] Y8, 22 dEYAE 22HY @0 o)k Adstui &
1288 AAHoz mEslatn $HEge DA Az sz s=d 23| 9
Th14511] 71%/dElE] E2dx 158 53l 7153 dolee #AMNE 7;%‘—.:4:}. aFHLe
SA Alzdo] wEA ol & r)5H Agsle HolHE ARslsn o] Hrh FaH
B Az 7hEEe] 7155 NE AEF o gt R AA )5 osiA BEoAA
U AAHE HAREE fosta, 9F EoR olFAIt F WA 7|5 54 whEeAAY
AR 3L sl 3 WA )5l aiA g8 HARE OO0 o|FAL) o9} 7
< WHOE YrA J15Ed o8 BEANAY BAsHE dARFE dFo 2 o|FAL J%
I HolEE F8 A2d Yo Roy) & AgFrld et 253 I 158 Hgle] B
4R 7% A" o5& Btk ITE Aol EBAE selsta H4dT 1Y 62 jEY
2 F2HY HHE AX =23 AHE Jepd Zlolnh

[1% 6] MEY2 2 2HY FHA
[Fig. 6] The Results of the Matrix Clustering
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Hot BE ATNY F&E HF RAA 2 G YEYA Fo2EYo BF F7

a8 7elA sEE 7 9Al9] EZBAE Yehd, ole Y% e dAE H¥e: 3l
o. 71%/dEE HEY2] EZRA BHE BE 75T Z2A A5 HEo] shsEith[5]

AR, A2EE ST of, W7 P Foge] ST S g BiEeA2HS AfLd o,
A AFE Z2AH2E T WEY2: FH2HY B FYI Folx, WA FhAbe
of ARG o1& AN A 17 734 2o] FrEE AR B aF Fvkstdc

(28 7] HHE EYx
[Fig. 7] Improved Matrix
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