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A Visualization of Secure Vulnerability
in Code using Abstract Syntax Tree Metamodel
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Abstract

Recently, as information systems have been hacked and personal information leakage accidents have
occurred frequently, the korea government enacted a secure coding guide and made it mandatory for
informatization projects related to the electronic government. However, it is not easy for general developers
to know and implement all software vulnerabilities in secure coding. Also, it is difficult to check for
vulnerabilities in previously developed software. Therefore, there is a need for techniques to automatically
analyze security vulnerabilities at the source code level and visualize the results. In this paper, we propose
a method to analyze security vulnerability more easily by applying software visualization technology to
secure coding.
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[Fig. 3] The example of risk code from SQL injection attack
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label «<— exp to string
call VisitExpression with exp
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label < get name in statement
call MakeNode with lable
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call VisitExpression with exp <— get Expression in statement
else if statement = ForStatement then
call VisitExpression with exp <— get Initializer in statement
call VisitExpression with exp <— get Updater in statement
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[Fig. 9] The algorism of graph generation for visualization
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[Fig. 11] The visualization result of software vulnerability in Photovoltaic Monitoring System
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