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Abstract A large amount of transactions are taking place through Blockchain. Among them, the proportion of
transactions through smart contracts is increasing. Accordingly, problems such as vulnerability attacks on smart
contracts and fraud using smart contracts are increasing. Through security audits of smart contracts, developers
can discover and resolve vulnerabilities, and users can distinguish whether smart contracts are fraudulent.
However, there are currently no regulations and standards for security auditing of smart contracts, so services
that perform security auditing are uneven. In this paper, we analyze security audit trends for smart contracts and
identify what services are being provided. We investigate what elements are analyzed from smart contracts,
focusing on security audit reports. Also, investigate what vulnerabilities can be detected. Finally, we investigate
quality indicators for smart contracts and visualization elements of design extraction. Through this, we hope to
be able to find visualization elements specialized for smart contracts.

Key words : Software Visualization, Blockchain, Smart contracts, Security audit, Complexity
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¥ 3 ADIE A2k ZAF Mu|AQ| F|obE w9

Table 3. Vulnerability Coverage of Smart Contract Audit Services

SourceHat Hacken Quilaudits | Slowmist | Quantstamp | PeckShield | SolidProof
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IAddress Hardcoded o (0]
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Block Values as a Proxy for Time
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Default Visibility
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Denial of Service
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vide before Multiply
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External Contract Referencing [0)
False Top-up
Flash Loans [0)
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Front Running [0)
Functionality Checks
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mproper Events (0] SWC
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Logical Issues 0] 0] 0] (6] [6)
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Making Visibility Level Explicit (6]
Missing Zero Address Validation 0]
Mishandled Exceptions and Call Stack Limits [6)
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Number Rounding Errors [6)
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Outdated Compiler Version
Overflow(& Underflow) [0)
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Race Conditions [0) [0) [0) [0)
Redundant Fallback Function
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Scopeing_and Declarations 0
SELFDESTRUCT Instruction [0) [6)
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Send Instead Of Tranfer (6]
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IStable Imports
Style Guide Violation
Sybil Attack [0)
[Tests Coverage
[Timestamp dependence
“oken Supply Manipulation
(Transaction Ordering Dependence
“vpeCast/Inference
Unbounded Loops [0)
[Unchecked Call Return Value [0)

[Uninitialized Storage Pointer (0]

[Unpredictable state 6]
[Unused Code [0) [0)
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[Variable Coverage [0)
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*The Smart Contract Security Audit service missing from this table did not disclose the coverage of the vulnerabilities.
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1) Hacken

Documentation quality

The total Documentation Quality score is 18 out of 18.
® Provided documentation well describes the project

Code quality
The total Code Quality score is 18 out of 10.
® Code is well written, with scalable architecture and divided with
components that follow the single responsibility principle.
® Missing events for some critical state changes are found.

Test coverage
Code coverage of the project is 180% (branch coverage).

Security score

As a result of the audit, the code contains 3 low severity issues. The
security score is 1@ out of 1.

All found issues are displayed in the “Findings” section.

Summary

According to the assessment, the Customer's smart contract has the
following score: 10.0.
1 2 3 4 5 6 1 8 9 e
The final score
% 5. Hacken2| Ak &= of Al[30]
Figure 5. Example of Hacken's Contract Score[30]
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2) Quantstamp

Executive Summary

This audit report was prepared by Quantstamp, the leader in blockchain security

Type Documentation High

quality

Timeline Hig
Test quality an

Code Documentation Test Suite Results

.....

a2l 6. Quantstamp®| ZEAF E = ofl A|[32]
Figure 6. Example of Quantstamp’s Scores in Audit[32]

Executive Summary

This audit report was prepared by Quantstamp, the leader in blockehain security.
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Figure 7. Example of Quantstamp’'s Scores in Audit33]
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3) SolidProof, Chainsulting

Metrics )

Risk Level
Source Lines Vi3
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12! 8. SolidProof2l ZHAF x| 0f A|[34]
Figure 8. Example of SolidProof's Metrics in Audit[34]

5.5 Source Lines & Risk

J2! 9. Chainsulting2l ZEAF X3 of|A|[35]
Figure 9. Example of Chainsulting’s Metrics in Audit[35]
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Figure 12. Example of Function Overview Table[37]

% 129 g e EE el ek ARE ¥R
wesbll e Relk 7 A%ke] sk gl

= FAA} THA Algaret Vs Al AE
Bk, e A sblsshs gel & g4e
o] Had W Zo]7k A Qle v A
Hax e fr 1 Sl XH"T Al xR 2F

o ol §4e] BF

4) Al2=) thelol gy

Governance Proxy

AdminTimelock Lybrabroxy
Configurator
LybraGovernance
Q)
Vaults .
[ TdC LD :
LybraEUSDVaultBase
LybraStETHDepositVault | Stk nahanardva R
[ py—— [ Evsomnramceniues
IERET Q‘) Prmmmewmgml
LybraWBETHVault
LybraWstETHVault
(")
RNy R
Tokens:
.
£usD

O3 13, A[AR Clojofa el of[38]

Figure 13. Example of System Diagram[38]
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